
SafeTok Integration Manual 

Introduction 

The integration process is quite straightforward. Should you have any questions please contact us so we can help 
you.  
 
You may also prefer not to integrate it yourself at all and instead benefit from our free ǘƛƳŜ ƭƛƳƛǘŜŘ άlet us do it for 
ȅƻǳέ ƻŦŦŜǊ. As part of the offer we will integrate SafeTok for you on your Χ ŦƻǊ ȅƻǳ ŦǊŜŜ ƻŦ ŎƘŀǊƎŜ ς to find out more 
about the offer and to sign up please indicate your interest in the program when you sign up for SafeTok or  
contact us. 
 

Step 1: Register your website 

You will first need to register with SafeTok . As part of the registration process you will be asked to create a 

username and password for yourself and to enter your website details. Please enter your URL carefully, since it is 

required for SafeTok to function properly.  However, even if you get it wrong, you can still change in later in the 

άƳŀƴŀƎŜέ ŀǊŜŀΦ !ŦǘŜǊ ǊŜƎƛǎǘǊŀǘƛƻƴΣ ƭƻƎ-in to your account with the username and password you have just chosen. You 

will also be able to set-up SafeTok protection if you choose to.  

 

Step2: Download the SafeTok API  

Download the SafeTok API from the SafeTok integration section. Once the 

file has downloaded, extract it to the root directory of your log-in page.  

The SafeTok directory should now be located in the root of the log-in 

page you wish to protect.  

To help you understand the integration process better, you may also download the code of the demo page without 

SafeTok integrated into it and another version of the demo page with SafeTok integrated.   

Configure the SafeTokConfig.php  file 

You will now need to substitute your unique SafeTok Website ID & SafeTok Website Key into the SafeTokConfig.php 

file. These values are used by SafeTok to identify your website and to encrypt all communications. To obtain your 

unique SafeTok Website ID and SafeTok Website Key switch to the browser, log-in to your webmaster manage area, 

and click on the άIntegrateέ button next to your website. You will find the IDs at the top of the website that now 

opens. Please make sure you keep the two values safe. Exposing them to an attacker will compromise the security of 

the SafeTok protection 

Now open the SafeTokConfig.php file, which is situated in the SafeTok 

directory and substitute ά¸ƻǳǊ SafeTok ID" and "Your SafeTok Key" with 

the SafeTok Website  ID and SafeTok Website Key you have just been 

provided with.  

$SafeTokProviderId = "Your SafeTok ID"; 
$SafeTokProviderKey= "Your SafeTok Key"; 
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Step 3: Integrate SafeTok 

Include the SafeTok API in your authentication page 

Open your user authentication webpage to which you wish to add SafeTok protection. In order to allow SafeTok to 

work, we will need to include the SafeTok API. To do so, write an include statement for the SafeTok.php file at the 

top of the page ς be careful to enter the correct file path.  

 

Initialise SafeTok Authentication 

Now that we have included the required files we can start using the SafeTok API and integrate SafeTok. Scroll 

through your code to the username and password check. After we have verified the username and password of the 

user we should initialise SafeTok authentication. To do this call the SafeTok Authenticate function, passing in the 

username.  In the case of the demo page, this is the $sUsername variable, however you may call the variable storing 

ǘƘŜ ǳǎŜǊΩǎ ǳǎŜǊƴŀƳŜ ŘƛŦŦŜǊŜƴǘƭȅΣ ƛƴ ǿƘƛŎƘ ŎŀǎŜ ȅƻǳ ǿƛƭƭ ƴŜŜŘ ǘƻ ŀŘƧǳǎǘ ǘƘŜ ŎƻŘŜ ŀŎŎƻǊŘƛƴƎƭȅΦ 

 

Rename authentication passed variable 

Now we still need to adjust our username and password verification code. Usually we set the user to authenticated 

after he has passed the username and password check. Of course, given that we now implement SafeTok protection, 

we now only want the user to be set as authenticated after he has passed SafeTok authentication. Therefore, re-

name the variable to passwordAuthenticated or something alike. Similarly, we will need to delete the code sending 

the user to the protected area from this place, since we do not want to log in the user before he has passed all 

SafeTok checks. 

 

 

  

include  'SafeTok/SafeTok.php' ;  

...  

SafeTok Start Authenticat ion ( $sUsername );  

//  = Username  /  Password  authentication  = 

if  (isset( $_POST[ 'username' ]))   

{  

    $sUsername  = mysql_escape ( $_POST[ 'username' ]);  

    $sPassword  = $_POST[ 'password' ];  

    $sPassHash  = sha1 ( $sPassword );  //Hash  of  the  password  

 

    //  -  Check  if  the  password  is  correct  -  

    $q = mysql_query ( "SELECT *  FROM `users`  WHERE (`username`  LIKE  '$sUsername')  AND (`

password`  = '$sPassHash')" );  

    if  ( $q && ( mysql_num_rows ( $q)  > 0))   

    {  

        //  Username  /  Password  login  successful  

        $_SESSION[ 'username' ]  = $sUsername ;  //Record  username  

        $_SESSION[ 'userIP' ]  = $_SERVER[ 'REMOTE_ADDR'];  //Get  user  IP  at  log -

in  to  prevent  session  hijacking  

  $_SESSION[ 'authenticatedPassword' ]  = 1;  

  //  ------------------------------  SafeTok  -------------------------------------  

        SafeTok StartAuthentication ( $sUsername );  

  //  ------------------------------  SafeTok  -------------------------------------  

     }  

}  



Check if the user has passed the SafeTok authentication 

The only thing remaining is to check if the user has passed the SafeTok protection tests. To do so, first verify whether 

the user has already passed the username & password check since this is a pre-requirement to start SafeTok 

authentication. If so, we can now verify whether the user has also passed SafeTok authentication. To do this, call the  

SafeTokAuthenticated() function ς if the user has successfully passed SafeTok authentication it will return true. We 

can now set him as authenticated and forward him to the protected area using a header redirect.  

We can also identify whether the user has failed SafeTok authentication or has not yet completed SafeTok 

authentication by calling the function.  This allows us to display different messages to the user, depending on his 

status. 

Your final code to check whether SafeTok authentication has been passed should look similar to this: 

 

Finally.. Call SafeTokInit() 

Finally, scroll down to the html head of the file and call the SafeTokPrepareJSAndExecute() function. This will write 

the actual JavaScript code which ensures that all SafeTok library files are included. 

 

Congratulations! You have now integrated SafeTok. The only thing remaining is to test your code 

  

//  ------------------------------  SafeTok  -------------------------- -------------  

//  -  Check  SafeTok  authentication  (only  if  password  has  been  already  verified)  -  

elseif  (isset( $_SESSION[ 'authenticatedPassword' ]))   

{  

    if  ( SafeTokAuthenticated ())   

    {  

        $_SESSION[ 'authenticated' ]  = 1;  //  Mark  that  user  has  been  fully authenticated  

        header ( 'Location:  userArea.php' );  //  Send user  to  protected  area  

        exit;  

    }  

    //  -  Status  messages  -  

    if  ( SafeTokGetStatus ()  == 'waiting' )   

    {   

        $sMessages  = 'Performing  SafeTok  authentication,  please  wait...' ;  

    }  

    if  ( SafeTokGetStatus ()  == 'fail' )   

    {  

        $sMessages  = 'You  have  failed  SafeTok  authentication.  Please  try  again.' ;  

    }  

}      

 

<head>  

...  

<?php  SafeTokPrepareJS AndExecute ();  ?>  

...  

</ head>  



Step 4 ɀ Test your code 

Now that you have integrated SafeTok, you should test your code. In particular try: 

¶ Registering 

o A device 

¶ Logging in  

o before you have set-up SafeTok protection  

o with SafeTok device protection set-up 

o without your SafeTok device connected 

  



Integration Example



 


