SafeTok. Multipurpose, All
Factor Authentication.
SafeTok is a multipurpose all factor access and

authentication solution housed in a biometric USB pen drive
format.

It enables laptop, desktop, intranet and website users to
authenticate access to IT resources and protect their user
accounts from all currently known cyber-attacks. SafeTok
was designed to provide maximum security, yet to be easy
to use.

All factor authentication is a fast emerging identity and
access management technology which is becoming
increasingly relevant as organisations deploy a wider range
of risk related user authentication processes in order to
comply with a fast changing threat landscape.

SafeTok is a unique solution to the problem of employee
resistance to using secure access. It's easy to learn and
use, little or no training is required, no changes are needed
to current IT systems or infrastructure and there are no
changes to established working practices or workflow.
Safetok achieves this by balancing usability, security,
productivity and compliance.
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device can securely
log a user into their
Vista or Windows 7
laptop or desktop PC,
into an encrypted
hard disk drive, a
corporate intranet,
supply chain

=3 - networks, public
internet accounts,
cloud based resources

and corporate

application software.
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Fingerprint verification

SafeTok enables users to authenticate
themselves to their accounts using just
their fingerprint.

Fingerprints are the most secure and
reliable type of personal biometrics
currently available.

To login a user just scans their finger over
the SafeTok USB drive fingerprint sensor.
Once verified by the SafeTok
authentication server only the authorised
user will be able to gain access.

e A SafeTok USB drive can store non
sensitive files without fingerprint
protection.

e Confidential files are stored in a
secure area of the USB drive and
retrieved using fingerprint protection

e One device secures multiple devices
and multiple accounts

e Password resets can be “pushed” to
the SafeTok device

e More complex and therefore more
secure passwords can be used.

e The password is not revealed to any
unauthorized person at any time.
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SafeTok
Swift House, 6 Cumberland Close,
Darwen, Lancashire, BB3 2TR,

UK: 01257 401 942 Mobile 07500 848 672
Germany: + 49 171 8014 249
Netherlands: +31 648 313 398

ken.garner@safetok.com
www.safetok.com




